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DEPARTMENTOF THE NAVY Cancfkp: Jan98
OfYkeof tbe secretary*

SECNAWOTE 5720
. 1000 Navy Pentagon N09C

WashingtonDC 20350-1ooo 3 February 1997

SECNAVNOTICE 57~ 3. CancellationContin~cy. This noticeshould
be raained untilincoqxxatdintorefelmce(a).

From:
T@

Sub]:

Secretaryoftbe Navy
AUShips and Stations (less Marine Corps
f~ld addresseesnot having Navy JOHNH. DALTON
personnel attached)

Distribution:
CLEARANC&SE~, - SNDLPartsl~2
POLI~ REVIEW OF DOD INFORMA-
TION FOR PUBLIC RELEASE

End:

(a)

(b)

(1)

(2)

SECNAVINST S720.44& Public
Affairs Policy and Regulationsof
3 Jun 87
OPNAVINSTS51O.1HDepartment
of the Navy Informationand
Pemonnel Security Rogram
of 29 Apr 88

DOD Directive5230.9, Clearanceof
DOD Information for Public Release
of9Apr%
DOD Directive523029, Sect@ and
Policy Review of DOD Information
for Public Release of 6 May %

1. Purpose. To implementenclosures(1) and(2).

2. Action. All Departmentof theNavycommands
andactivitiesshallensurecompliancewiththe
policiesestablishedby enclosures(1) and(2).
Refmces (a) and(b) describeinformationwhich
is subjecttoNavynwiewpriortorelease.
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Depmat of Defense

DIRECTIVE
S-- 5720

()3 Z9 1997

April 9, 1996
NUMB~ 5230.9

ASD(PA)

SUBJECT : Clear-ce of DoD Info~tion for Public Release

References: (a)

(b)

(c)

(d)

(e)

DoD Directive 5230.9, subject as above,
April 2, 1982 (hereby canceled)
.DODDirective 5122.5# “Asslst~t to ~he .
“Secretaryof Defense for publlc Affazrs
(ATSD(PA)),“ December 2, 1993
DoD Directive 5400.4, “provision of Information

to Congress,” January 30, 1978
DoD Directive 5220.22, “DoD Industrial Security

Program,” Dec-er 8, 1980
through (u), see enclosure 1

A. PUREQSE

This Directive reissues refer-ce (a) to update policy and

responsibilities for the security and policy review and clearace
of official DoD info~tion proposed for official publlc release
by the Department of Defense

and its employees under refer-

ence(b).

COPE
.

B. P

1. This Directive applies to:

a. The Office of the Secreta~ of Defense (OSD), the
Military Departments, the Chai~ of the Joint Chiefs of Staff,

the Unified Combat-t Co~ds, the Defense Agencies,
and the DoD

Field Activities (hereafter referred to collectively as “the DoD
Components”).

b. All DoD employees.
.

2. For provisions governing review of:

a. prepared stat=-ts, transcripts of testimony, and

other material provided to congressional comittees that may be
included in the published records, reference (c) applles.

b. Info~tion before publication or disclosure by DoD
contractors~ DoD Directive 5220.22 and DoD 5220.22-M (references
(d) and (e)) apply=

Release of official infomtion in litigation, DoD
Directiv~05405.2 (reference (f)) applies.

Ihclosure(1)



c.

Terns used in this Directive are defined in enclosure 2.

D.

It is DoD policy that:

1. Accurate and timely information is made available to the
public, the Congress, and the news media to help the analysis and
understanding of defense strategy and national security issues.

2. my official DoD information intended for public release
that pertains to military matters, national security issues, or
subjects of significant concern to the Department of Defense shall
be reviewed for clearance by appropriate security review and pub-
lic affairs offices prior to release.

3. The public release of official DoD information is limited
only as necessary to safeguard information requiring protection in
the interest of national security or other legitimate governmental
interest, as authorized by references (g) through (t).

4. Information released officially is consistent with estab-
lished national and DoD policies and programs.

5. The Inspector General of the Department of Defense, as an
independent and objective office in the Department of Defense, is
exempt from the policy review provisions of this Directive. As
necessary, information may be submitted for security review prior
to public release.

6. To ensure a climate of academic freedom and to encourage
intellectual expression, students (includingmidshipmen and ca-
dets) and faculty members (DoD civilian or military) of an acad-
emy, college, university or DoD school are not required to submit
for review papers or materials that are prepared in response to
academic requirements and not intendeclfor release outside the
academic institution. Information that is intended for public
release or made availtile in libraries to which the public has
access shall be submitted for review. Clearance shall be granted
if classified information is not disclosed, the DoD interests in
nonclassified areas are not jeopardized, and the author accurately
portrays official policy, even if the author takes issue with that
policy. ...

7. Retired personnel, former DoD employees, and nonactive
duty members of the Reseme components may use the review services
to ensure that the information intended for public release does
not compromise national security.

8. DoD personnel, while acting in a private capacity and not
in connection with their official duties, have the right to pre-
pare information for public release through non-DoD forums or me-
dia. Such activity is authorized if:

2
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a. No laws or regulations are violated.

b. Ethical stan~rds and compli-ce with DoD Di:ect+ve
5500.7 and DoD SSOO.7-R (references (q) and (r)) are malntazned.

The preparation activities are not done during normal

duty hou;; or with the use of DoD facilities, property, or person-

nel except as authorized by references (q) and (r).

d. The author does not use official
erally not availtile to the public and which
under DoD 5400.7-R (reference (m)).

DoD infomtion gen-
would not be released

E.

e for
● c

1. The ~~=
shall:

a. Monitor compli-ce with this Directive.

b. Develop procedures and review guidelines for the secu-
rity and policy review of info~tion intended for public release

in coordination with offices of OSD Principal Staff Assistmts.

2. The~f ~eDOD~
shall:

a. Provide prompt guidance and assistace to the Assis-
tant Secreta~ of Defense for Public Affairs (ASD(PA~),when,re-
quested, for the security or policy implications of znfo-tlon
proposed for public release.

b. Establish policies and procedures to impl-ent this
Directive in their Components.

c. Forward official DoD info-tion proposed for public
release that is detemined to require clearmce,by the Office of
the Assist-t Secretary of Defense (Publlc Affazrs) toothe ASD(PA)
for review, including recommentition on the releas-zllty of the
info~tion being forwarded.

F. IVE

This Directive is”effective immediately.

Deputy Secretary of Defense

Enclosmes - 2
1. References
2. Definitions

-—---.—.–-— —=
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(e)

(f)

(9)

(h)

(i)

(j)

(k)

(1)

(~)

(n)

(0)

(P)

(q)

(r)

(s)

(t)

(u)

Ar 9,96
5530.9(=C1 1)

REEEmm=f continued .

DoD 5220.22-M, “National Industrial Security Program Opera-
ting Manual,” January 1995, authorized by DoD Directive
5220.22, Dectier 8, 1980
DoD Directive 5405.2, “Release of Official Information in
Litigation and Testimony of DoD Personnel as Witnesses,”
July-23, 1985
DoD Directive 5200.1, “DoD Information Security Progra%”
June 7, 1982
DoD 5200.1-R, “Information Security Progra Regulation,”
June 1986, authorized by DoD Directive 5200.1, June 7, 1982
DoD Directive 5230.24, “Distribution Statements on Technical

Documents,” Martih18, 1987
DoD Directive 5230.25, ‘Withholding of Unclassified Techni-

cal Data from Public Disclosure,- Novtier 6, 1984
DoD Instmction 5230.27, “Presentation of DoD-Related Scien-
tific and Technical Papers at Meetings,” October 6, 1987
DoD Directive 5400.7, “DoD Freedom of Info-tion Act Pro-
gram,m May 13, 1988
DoD 5400.7-R, “DoD Freedom of Infomtion Act Progr-,”
october 1990, authorized by DoD Directive 5400.7, May 13,
1988
DoD Directive 5400.11, “Department of Defense Privacy Pro-
gram,“ June 9, 1982
DoD 5400.11-R, “Department
August 1983, authorized by
1982
DoD Directive 5205.2, “DoD
Julv 7, 1983

of Defense Privacy Progrm, “
DoD Directive 5400.11, June 9,

Operations Security Program,”

DoD-Directive 5500.7, “Standards of Conduct,” August 30,
1993
DoD 5500.7-R, ‘Joint Ethics Regulation (JER),” August 1993,
authorized by DoD Directive 5500.7, August 30, 1993
International Traffic in Arms Regulations (ITAR), Depart-
ment of State, November 1989
=ecutive order 12958, ‘Classified National Security Infor-—-.—
mation,m April 20, 1995
Title 10, United States Code

..
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1.

a. Any DoD civilian officer
Government employees) of any DoD
appropriated fund activity).

or employee (including special
Component (including any non-

b. Any active duty Regular or Reserve military
warrant officer, and active duty enlisted member of
Navy, Air Force, or Marine COrPsO

officer,
the l&my,

c.
orders

d.
duties,
earning
engaged
duty or

e.

my Reseme or National Guard member on active duty under
issued pursuant to 10 U.S.C. (reference (u).

my Reserve or National Guard member performing official
including while on inactive duty for training or while
retirement points, pursuant to reference (u), or while
in any activity related to the performance of a Federal
function.

AW faculty member in a civil se=ice position or hired
pursuant t~ refere~ce (u), and any student (including a cadet or
midshipman) of an academy, college, university, or school of the
Department of Defense.

f. Consistent with labor agreements and international
treaties and agreements, and host country laws, any foreign
national working for a DoD Component except those hired pursuant
to a defense contract.

2. Any communication or representation of
knowledge such as facts, data, or opinions in any medium or form.

3. ~
● All information that is in the

custody and control of the Department of Defenset relates to
information in the custody and control of the Department, or was
acquired by DoD employees as part of their official duties or
because of their official status within the Department.

.
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Dep~ent of Defenw

INSTRUC~ON
SECHAVli~ 5720

03 F3 1997

l?8!!!&’LL29

v ASD (PA)

~cr : SecUrity and PoliCY Rwiew of DoD Info~tion for
Public Release

References: (a)

(b)

(c)

(d)

(e)

A.

DoD Directive 5230.9, “Clearance of ~D
fiformation for Public Release,” Aprzl 9, 1996
DoD Directi~ 5400.4, “Prwision of
Information to Congress,a JanuaWo30, 1978
DoD Directive 5230.24, “Distrtitzon
Statments on Technical Docwents,” March 18,
1987
DoD Directive 5230.25, “Witiolding of
Unclassified Technical Data from Public
Disclosure,“ Nov~r 6, 1984
International Traffic in l&ms Regulation”
(ITAR), Depar-t of State, ‘Nov~r 1989

This Instmction implments policy, assigns responsibil-
ities~ identifies infomtion that must be cleared before public
release, and prescri-s procedures

under reference (a) to carry

out security and poli~ review of
DoD info~tion for public re-

lease.

B.

This Instruction applies to the Office of the Secreta~ of
Defense, the MilitarY Depar~ents, the Chai~ of the Joint

Chiefs of Staff, the Unified Co*at-t Co~ds, the Defense
Agencies, and the DoD Field Activities (hereafter referred to
collectively as “the DoD Co~onents”).

..
c.

Terms used in this Instnction are defined in enclosure 2 of
reference (a).

D.

It is DoD policy under reference ~a) that,a security ~d pol-
icy review shall be done on all offic~al DoD znfomtzon Intended

for public release that perta- to ++itaq matters, national
security issues, or subjects of szgnlflcant concern to the n-

par~ent of Defense.

=clomsre (2)

.



a. Monitor compliance with the proced~es established in
section F., below, for the security and policy review of official
DoD information.

b. Provide for the prompt security and policy review of
official DoD information proposed for public release that is
originated by, in, or for the Department of Defense, to include
statements intended fox open presentation before the Congress and
other matezial submitted to the Congress in accordance with DoD
Directive 5400.4 (reference (b)). me review is ~de to ens-e
that properly classified information is not disclosed and no con-
flict exists with established policies or programs of the Depart-
ment of Defense or the U.S. Government

c. Coordinate, as necessary, with the staffs of the DoD
Components when reviewing official DoD information for public re-
lease clearance to ensure accuracy and currency of existing pol-
icy an~ security guidance.

d. Respond to requests for review of information suhit-
ted voluntarily by non-DoD sources or DoD personnel acting in a
private capacity to ensure that such material does not contain
classified information. This review shall also address technol-
ogy transfer and public releasability of technical data under DoD
Directives 5230.24 and 5230.25, and the ITAR (references (c)
through (e)).

2. The ~ c~~l of shall
conduct legal reviews, as needed, to ensure compliance with ap-
plicable laws and regulations to protect DoD rights and inter-
ests.

3. The ~ shall:

a. -sure compliance with this Instruction and issue any

guidance necessary for the internal administration of the re-
quirements prescibed in section F., below..

b. Forward official DoD inforamtion specified under sub-
section F.I., below, which is proposed for public release to the
Assistant Secretary of Defense for Public Affairs, ATTN: Director
for Freedom of Information and Security Review (DFOISR), for re-
view and clearance, as prescribed in subsection F.20, below~ with
specific recommendation on the releasability of the information
being fo-arded.

Provide pronpt guidance and assistance to the
ASD(PA),cwhen requested, on any information proposed for public
release.

2
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d. Exercise clearance authority for
snecified under subsection F.l.,below. This

information not
authoxity may be

d=leaated to the lowest level competent to evaluate the content
- and kplications of public release of the information.

F.

1. official DoD information that is
prepared by or for DoD personnel and is proposed for public re-
lease shall be s~tted to the ASD(PA), ATTN: DFOISR, 1400 De-
fense Pentagon, Room 2C757, Washington DC 20301-1400, for review
and clearance, if the information:

a. Originates or is proposed for release in the Washing-.
ton D.C. area; “

b. Is or has the potential to become an item of national
or international interest;

c. Affects national security policy or foreign rela-
tions;

d. Concerns a subject of potential controversy among the
DoD Components or with other Federal Agencies;

e. Is presented by a DoD employee, who by virtue of
rank, position, or expertise would be considered an official DoD
spokesperson;

L

f. Contains technical data, including data developed un-
der contract or independently developed and controlled by the

ITAR (reference (e)) that may be militarily critical and subject
to limited distribution, but on which a distribution determina-
tion has not been made; or,

~. Bears on any of the following subjects:

(1) New weapons or weapons systems, or significant
modifications or improvements to existing weapons or weapons sys-
tems, equipment, or techniques.

(2) Military operations, significant exercises, and
operations security.

(3) National Command Authorities; command, control,
communications, computers, and intelligence; information warfare
and computer security.

(4) Military activities or application in space; nu-
clear weapons, including nuclear weapons effects research; chemi-
cal warfare and defensive biological warfare; and arms control
treaty

‘+

by the

implementation.

(5) Any other cont~orary topic that is designated
ASD(PA).

3
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2. The following procedures apply to
all information zeguired to & submitted to DPOISR for clearance:

A minimum of five copies of material, in its final
form, sbail be sulxnitted,together with DD Form 1910, “Clearance
Request for Public Release of Department of Defense Information,”
to DFOISR.

b. MY material submitted for review shall be initialed
by the speaker, author, or other authorized individual acting for
the principal to indicate approval of the text.

c. AU information sUhnitted for rwiew to DFOISR must
first be coordinated within the originating DoD Component to

ensure that it reflects the organization’s policy position and
does not contain classified information requiring withholding.

d. Only the full and final text of material proposed for
release shall be subitted for review. Notes, outlines, briefing
charts, etc., may not be submitted as a substitute for a complete
text ●

e. Abstracts to M published in advance of a complete
paper, manuscript, etc., require clearance. Clearance of an ab-
stract does not fulfil the requirement to submit the full text
for clearance before its publication. If an abstract is cleared
in advance, that fact, and the DFOISR case number assigned to the
abstract, shall be noted on the DD Form 1910 or other transmittal
when the full text is submitted.

f. The requirements of DoD Directive 5400.4 (reference
(b)) shall apply to the processing of information proposed for
submission to Congress.

9* Information intended for placement on electronic bul-
letin boards accessible through the INTERNET, or other publicly
accessible coxqputexsewers, requires rwiew and clearance for
public release-if,it meets the requirements
above.

3. ~

Submit speeches and briefings a
days bef%e the event. Additional time may
or potentially controversial speeches.

of subsection F.I.,

minimum of 3 working
be needed for complex

b. Papers, articles, and other material shall be submit-
ted a minimum of 5 working days before the date needed. The
length. comlexity, and content shall dete~ne the n-r of re-
viewing Agencies ‘&d, consequently, the time
coxcpletereview process.

c. Technical papers shall require a

4

required for the

minimum of 10 work-
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ing days. The majority of papers are p=ocessed in that time-
frame ● Occasionally, more time is needed if the material is com-
plex or requires review by sweral agencies.

4*

a. Information reviewed for public release clearance
shall result in one of the following actions:

(1) for ~ ~
● ● The information

may be released without restriction by the or~ginating Component
or its authorized official. DFOISR may require a disclaimer to

.
.

accompany the infohtion, as follows:

“The views expressed are those of the author
and do not reflect the official policy or posi-
tion of the Department of Defense or the U.S.
Governmmt.”

(2) nwcam
● ●

Amendments, made in red, are binding on the submitter. Red
brackets identify information that must be deleted. When possi-
ble, alternative wording is provided to substitute for the de-
leted material. Occasionally, wording will be included that
shall be added to the text before public release. A disclaimer,
as in subparagraph F.4.a.(1), *ove8 -Y also ~ re~ired~

(3) ~. The information submitted for re-
view may not be released.

b. Although DFOISR has no responsibility for correcting
errors of fact or making editorial changes, obvious errors may be
identified in the text and noted as “recommended.” Those correc-
tions are not binding on the author or submitter.

All amendments or “not cleared” determinations may be
appealedc&rough DFOISR to the ASD(PA). All appeals shall be re-
solved at the lowest practical level and as quickly as possible.

This Instruction is effective immediately.

CModi.Bemath
14kipdDeputyAssisW
xwnf~fe~
forPublicAffiars

‘—
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